Decrypting Meditullium

Users will first be confronted with an image from Lewis Carroll’s “Alice’s Adventures in Wonderland,”

that has a QR code placed within the picture.

Puzzle 3 — Meditullium
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FIGURE 1 — RED/BLUE
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Red and Blue, Deducing the Clue

Users can either utilize a QR Reader on their smart device such as Norton Snap, decode the QR code by
hand, or use an online QR code reader.

Upon scanning, the QR code will lead the user to this image on Imgur, which has some layered text.

Rreoycne verérforathiénRed Queenddetten? e
Did youderhé enjyetstawnionnid anabetter?
Ethai siveadlly of no matter.)
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Sotheingvablatoread heft prelifitdéttéroutight,
ﬂwhﬂdﬂlﬂanmwhnuhmmlrlame.
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break this teaser?

FIGURE 2 — RED/BLUE
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Aneoyone heréifordhiénRegQueensietter?e?i]
Did youderné anjyotsiowsdoanta anabetter?
(that siveally of no matter.)
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looka layer deeper.-
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will.yowbe thefirst to
break this teaser?

FIGURE 3 — RED/BLUE.JPG — A CLOSER LOOK

The user may notice an imgur hyperlink. This is just a red herring, which is mean to hint to the user to
look deeper in this image and pull out the cyan text.

lulz, Meditullium sen't be that easy |

FIGURE 4 — RED HERRING
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In order to properly see the cyan text beneath the red text, the user will have to apply a filter to wash
out the red color and bring out the cyan. The user may also notice the following imgur link, which leads
the user to a png that will filter out the red text:

FIGURE 5 — IMGUR LINK TO DECODER

Following that URL will lead the user to this image. The user should download this png.

imgur + [@Raas

some help to see the truth

FIGURE 6 — IMGUR DECODER
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With the caption “some help to see the truth” the user should be able to deduce that this png should be
applied over the original letter. The user can do this by copying the original cyan/red image and apply
the decoder over the image.

FIGURE 7 — APPLYING THE DECODER

By applying the filter over the image, the user will see the cyan text:

If you’re gazing at this, you are doing great,
but puzzle 3 has just started, and won’t
soon abate.

To read the Queen’s letter, you will need a key
without which, you won’t be able to truly see,
The hidden meaning, or where to go next -

And consequently be very perplexed.
on to the next part-

follow this text:

Imgur.com/dvgWVfy

FIGURE 8 — DECODING THE MESSAGE
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We’re all Mad here, and Enciphered, and Backwards

The aforementioned Imgur link will lead the user to the following image:

‘a“UQ’N‘Br{dUL:p
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FIGURE 9 — CHESHIRE CIPHER

Upon further inspection, the user should see that the Cheshire cat’s eyebrows contain some vital

information on where to go next in order to continue the puzzle.

The strings are enciphered with a ROT13 cipher, and are also reflected so that the text is backward. To
decrypt these strings, the user can simply reverse the image, as shown in the following figure:

cjdubhevigyy, oaalphilem
- \E: B

FIGURE 10 — REVERSING THE CHESHIRE CIPHER
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FIGURE 11 — REVERSING THE CHESHIRE CIPHER

The user can now properly see the strings, and decrypt the ROT13 cipher. The properly decrypted strings
contain the following:

http://docdro.id/cNvlgTz .
g 8 B passage.pdf

pw:Whouristhegreatestpuzzle
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What do you know?

Once the user follows the docdroid link and enters in the password of “Whouareisthegreatestpuzzle”,
the following pdf will be revealed:
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FIGURE 12 — WHAT DO YOU KNOW
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This pdf contains several layers that the user will have to uncover.
First, the PDF contains a passage from Lewis Carrol’s “Alice’s Adventures in Wonderland.”

There is also enciphered text at the bottom of the page. The text tells the user that the following
enciphered text is the password to the next phase:

?‘fe‘w ek do you knew 7 The & ms-fwcrc[ ﬁr the next P hase fies below: ﬂ:ff cgjm)

IXYH A XTYIXXIAXTY LI Y1 ¢

FIGURE 13 — DANCING MEN CIPHER

This enciphered text is actually a substitution cipher. The following is a cipher called Dancing Men, and is
based on the Sherlock Holmes story of “The Dancing Men” by Sir Arthur Conan Doyle. When the user
decodes this text, it will reveal the following password:

AGRINWITHOUTACATHOWCURIOUS

The user will then need to decode the next cipher, which is actually a railfence cipher. Since the
Puzzlemaster was being nice, the railfence cipher is somewhat laid out for the user to read, and not in
the one string encipherment typically used in railfence ciphers ©

d i f Z
dcr .dmXpV
o o / G

FIGURE 14 — RAILFENCE CIPHER

The user should read the aforementioned figure in a zig-zag fashion:

AV ARA

FIGURE 15 — DECODING THE RAILFENCE CIPHER

The railfence cipher decrypted is as follows:

docdro.id/mfXGpzV
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Finding the Key

The user now has the passphrase to the PDF, but not the key. If the user closely inspects the PDF, they
will see that some letters within the pdf are colored in burgundy, as shown in the figure below:

s ﬁ% —
oo

Please, would you tell me,™ said Alice, a
;%; little timidly, for she was not quite sure
S

l':;;n_"': whether it was good manners for her to speak

baz

first, = why yvour cat grins Like that?”

~It's a cheshire cat,”™ said the Duchess,

~qngd that's why. Pigl™
She sagid the Last word with such sudden
vialence that Alice quite jumped; but she saw

in another moment that it wos addressed tof

’;5":, gng went on again:— ~ I didn't know that Cheshire cats

"’%Q_Lﬂ!lﬁ grinned; in fact, I Just didn't know that cats could grim.™

- _,_.-'

They all can,”™ sgig the Duchess; “and most of ‘em do.”™

—== ~T don’t know of any that do,* Alice said

=~ very politely, feeling quite pleased to have got
=T
1F 7 into a conversation. “You dom't know much,™

n
s7id the iwrhess: “gnd thot's g Ffort. ™

FIGURE 16 — DEDUCING THE KEY

If the user combines these letters all together, they will be able to see a URL that leads to the following
imgur link, which is the key to reading the Queen’s letter:

imgur.com/a/iJmgv
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Grabbing the Key

The imgur link will lead them to this png. As the hint states, the user will have to download the png to
see its true value.

imgur ~ & e -

Thiz iImage ks not what it seemes. Download this png, o see what | mean.

FIGURE 17 — THE KEY
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Decoding the Queen’s Letter-(It’s about more than just Croquet)

If the user follows the decrypted docdroid link obtained from the railfence cipher, the user will find the
following password protected PDF. The user will have to enter the passphrase:
“AGRINWITHOUTACATHOWCURIOUS” to successfully unlock the pdf.

Bi ALETTER FROM THE QUEEN.pdf

Password

FIGURE 18 — UNLOCKING “A LETTER FROM THE QUEEN”

& LETTER FROM THE QUEEN

OME AND ALL- 1| DECREE THAT WE PLAY CROQUET. HERE ARE THE RULES TO kY
GANMEPLAY:

WAILITE GO HIGH-PITCHED SWEARMNAMPS FINGER AND COMPTRIES ANWFUL TD
MULTURESCROCKS SCARFS RUPPRESPEEL BATHE THE YOUMNG BOOK SYPHOSANDS
31 SELECTIVE STYLIZES PLACE THESEM PARANSEST BALLOCCUSEDUM DULERH
CRACADIURY COLOOPTS MELTENIT ASTERPRED INDUSTRIOUS WHERE S¥STEM
ROOKTY SOUND GREAKS ELITE EXPERIFLUES MEETS GO STOWE CLOUD
SUBSTANTIAL TRAVEL HARMONY WOOSER OR BIG RUTHELESS HEALTHY
THUMDERING CAMENTER ASPIRING BUILDING & TRUCKS WEARY PANDORA
APLICES CRATE F DROFBOX WOOD B INK AIRPORT DOLLS MEDDLE AND SPOON
ANIZATED THE FAMIOUS MULLEEECTER FIND JUMBLED CREMITIVESSICN THE
THREAT ONE KNOWFALS USER SEVEN TURN RAYEAR LACKADAISICAL, E GROWTH
IMONED RUTHELESS, EIGHT GRANDFATHER CALLEY FAIRIES TRAIN WHO TOLENTS
USE DEVILISH FLAMNESSON HAS HUTCHHIKE FANTASTICAL THE PHOME BITE S8LT
ANSWER D DESCRIPTIVE THIRSTY ATTEND FUEL FEEBLE POLISH SCATTER
QOPPIGMENCED EIG EFFECT O POWDER OATMEAL ISANIZESCE HAMDLE BIRD
THREE EGGNOG 51X CAP DETECTURGHTELY SIZE JIOLLY WIATUE EXTRA SMALL
FOUR WARTAIL STALE JACKLECT PENITENT SEVEN INFICELER SCIENTIFIC
PIDLESTHICK SHINY CHEER FLOCK APHINGLY SNEAKY MITTEN COLLISS DISCOVERY
CRAVEN CHANGE WHETS AUTHORITY VISCOPERS EIGHT OFFENS SMOGGEY
DAPPER UMDER THREE FOUR ACHEMORACTED PRECICUS PRECIA REMAIN
OWEDETS LABORER THANKS YAWMN DYNAILITTLY PREVALLY ASHORREIN OME
BASHFUL MALTIPS NINE GNIFIC ATCHINTED LIERIGHT GAPECT FIVE CANTEES
GAMY STALE CONDEMMNED HALL ORANGE FLOCK DRAWER WEARY
ACKLAXESCOMMAR UNWIELDY TORSTATIFY MADLY SCANDS FASCINATED E
INFLUCE WEST BUTTOME HEALTH FHICKLED PRIVELLIBEDS CPINMELL
THEOLOWTONIC AMINTES HAILDIPFLES HOUSINE RACTUMS RUMENTER
RELIGALVED NORTIT BAYLEAR REAPPLEMIGHIF COUCIBLE BALATED COLUTIC
PELVATION ELEVERS NALITERMANTO ASSILE BLEAMBLES BEDIVIEWING FLICALLY
TWO RACEDOMEWHITY DALLNE BAKEYPE COURCESTATIVES BOCARMINTE
COMPOTHIREYME SPRIFLICIAN VOLVERREFOLD UNTARY MITIONIABLE SEVEN
HOBBLEXES LERATERFLODGES COLLYHEMING SIGNATOPALLY SHEPIPPED EXQUES
BUSHIPSIIL

FIGURE 19 — THE LETTER FROM THE QUEEN
Page 12 of 21



After the user downloads the aforementioned png key, they can copy the key directly into the PDF:

ONE AND ALL-| DECREE THAT WE PLAY CROQUET. HERE ARE THE RULES TO MY
GAMEPLAY:

WAILITE GO HIGH-PITCHED SWEARNAMPS FINGER AND COMPTRIES AWFULTO
MULTURESCROCKS SCARFS RUPPRESPEEL BATHE THE YOUNG BOOK SYPHOSANDS
SIX SELECTIVE STYLIZES PLACE THESEN PARANSEST BALLOCCUSEDUM DULEPH
CRACADJURY COLOOPTS MELTENIT ASTERPRED INDUSTRIOUS WHERE SYSTEM
ROOMY SOUND GREAKS ELITE EXPERIFLUES MEETS GO STOVE CLOUD
SUBSTANTIAL TRAVEL HARMONY WOOSER ORBIG RUTHELESS HEALTHY
THUNDERING CAMENTER ASPIRING BUILDING A TRUCKS WEARY PANDORA
APLICES CRATE F DROPBOX WOOD B INK AIRPORT DOLLS MEDDLE AND SPOON
ANIZATED THE FAMOUS MULLEBECTER FIND JUMBLED CREMITIVESSION THE
THREAT ONE KNOWFALS USER SEVEN TURN RAYEAR LACKADAISICAL, EGROWTH
IMONED RUTHELESS, EIGHT Gf
USE DEVILISH FLANNESSON H
ANSWER D DESCRIPTIVE THIRS
OPPIGMENCED BIG EFFECT Q
THREE EGGNOG 51X CAP DETEC]
FOUR WARTAIL STALE JACKLE(
PIDLESTHICK SHINY CHEER FLO
CRAVEN CHANGE WHETS AUT!
DAPPER UNDER THREE FOUR A|
OVEDETS LABORER THANKS YA
BASHFUL MALTIPS NINE GNIFiC]
GAMY STALE CONDEMNED HA
ACKLAXESCOMMAR UNWIELD®
INFLUCK WEST BUTTONE HEAL]
THEOLOWTONIC AMINTES HAI
RELIGALVED NORTIT BAYLEAR
PELVATION ELEVERS NALITER
TWO RACEDOMEWHITY DALL
COMPOTHIREYNE SPRIFLICIAN
HOBBLEXES LERATERFLODGES.
BUSHIPS!111]

FIGURE 20 — COPYING THE KEY TO THE LETTER

Once expanded to full sheet size, true meaning of the letter will be revealed:

FIGURE 21 — EXPANDING THE KEY

Page 13 of 21



The text reads:

“GO TO THE PLACE WHERE SOUND MEETS CLOUD AND FIND THE USER WHO HAS THE
ANSWER. HANDLE SIX EIGHT FOUR ONE NINE FIVE E TWO SEVEN.”

This should translate to the username/handle: 684195e27 on SoundCloud.

FIGURE 22 — HANDLE 684195€27
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Upon searching “684195e27”, the following user will pop up on SoundCloud:

FIGURE 23 — USER 684195€27

Here the user will find an audio file that is available for download.

4 minutes

) decode me and you've got the final key #Crypto)

T |"""'||J|I|||InIII||H||uu|||||||||||||||||||||||Iln|||||||||||||||||||||||||||[||||||Iul||]|||III|||||||||[I|I| III|||||III|J|I| 1 ||||||||||I|||IIJ|I|:II|'_|||IIII|I||||||||||||

W Like 3 Share  *+ More »

Aol hbkpv ovskz rif, av busvijrpun aol mpuhs wpljl vm wbggsl aoyll.
Vujl fvb kikbjl acl wl syk, frv av aol spur ilsvd - fvb'ss il vul vm ael mld pu acl ruvd. Mvy pm fvb'yl mpyza,

fwb'ss nhpu aol ilpun aol vul dov kljvklk acpz zavyf.

caaw:/fisvnz.hus.nve

v 684195e27 ' D@ Creative Commons License

68419527

FIGURE 24 — DEDUCING THE ENCIPHERED TEXT
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The user may also see some enciphered data, which reads:
“Aol hbkpv ovskz rlf, av busvjrpun aol mpuhs wpljl vm wbggsl
aoyll.

Vujl fvb klkbjl aol whzzdvyk, nv av aol spur ilsvd - fvb'ss
il vul vm aol mld pu aol ruvd. Dolu lualypun pu aol
whzzdvyk, wslhzl bzl hss jhwz, vaolydpzl aol whzzdvyk dpss
tvza klmpupalsf mhss msha. Uvd nv dpao hss kbl ohzal! Pm
fvb'yl mpyza, fvb'ss nhpu aol nsvyf, vm ilpun aol vul dov
kljvklk aopz zavyf.
oaaw://isvnz.hus.nvc/jfilyklmluzl/2017/01/02/rlf-av-wbggsl-
3/”

This is a simple Cesar cipher with a n shift of 7. Upon deciphering the text, the user will see:

“The audio holds key, to unlocking the final piece of puzzle
three.

Once you deduce the password, go to the link below - you'll
be one of the few in the know. When entering in the
password, please use all caps, otherwise the password will
most definitely fall flat. Now go with all due haste! If
you're first, you'll gain the glory, of being the one who
decoded this story.

http://blogs.anl.gov/cyberdefense/2017/01/02/key-to-puzzle-
3/)1

This is also a hint to the user to take a closer look at the audio.

Upon listening to this audio file, the user should be prompted to do some audio analysis since the audio
sounds nonsensical.

Once the file is downloaded, the user can perform any number of audio analysis techniques. It is likely
that the user will download audacity, since is free and easy to use.

In order to decipher the audio, the user will have to reverse the audio. In Audacity, the user can click on
“effects” and select “reverse,” as shown in the figure below:
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I

Audacity File Edit View Transport Tracks Generate Analyze Help

Add [ Remove Plug-ins...

Repeat Reverse

Amplify...

Auto Duck...
Bass and Treble...
Change Pitch...
Change Speed...
Change Tempo...
Click Removal...
Compressor...
Echo...
Equalization...
Fade In

Fade Out

Invert

Leveller...

Noise Reduction...
Normalize...
Paulstretch...
Phaser...

Repair

Repeat...
Reverb...

Sliding Time Scale/Pitch Shift...

Truncate Silence...
Wahwah...

FIGURE 25 — REVERSING THE AUDIO IN AUDACITY

Once the audio is reversed, the user will hear the following sequence:

#R

i Audacity

290 310

20-8-5-16-1-19-19-23-15-18-4-9-19-18-5-4-16-1-9-14-20.

This is a simple "letter number" cipher. To encrypt using this cipher, the user would replace letters with
a number: A=1, B=2, C=3, etc. Upon further analysis, the user will deduce that the numerical string

decodes to the following:

The user now knows the password to the ciphered link:

The user should go to the link and see the following:

“THE PASSWORD IS RED PAINT”

http://blogs.anl.gov/cyberdefense/2017/01/02/key-to-puzzle-3/
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1

If you have the key, you'll be able to unlock this final part of puzzle 3.

JANUARY 2, 2017,

FIGURE 26 —FOLLOWING THE HYPERLINK
Once the user clicks on the hyperlink, they will see a password protected zipfile.

The password to open the zip file is “REDPAINT”

Home Backup Tools Settings Window Help Upgrade

I% I;‘{;T}Include' a f’% /_i'. _\__ F= 0 | & Unzip and Install -.__. & ﬁDelete
Trnerr | - G &y &= hd

@ Unzip Options = 0| Rename
Add Zip5Send Zipshare Send 1-Click Unzip ; . o Cpen Select
Files ¢ Encrypt - to Unzip - Unzip Entire WinZip File | with - + =3 Mew Folde
Compress Send Decompress View Editing
Folders in WinZip File b4

T H i ™
S = N =

Enter password:

REDPAINT|

[7] Hide the password

| ok || cCancel || Hep

FIGURE 27 —DECRYPTING THE ZIP FILE

Once the password “REDPAINT” has been entered into the password box correctly, the user will see the
decrypted zipfile:

TR =TT =

Folders in WinZip File x
1l [RATHER-1.zip]

RATHER.jpg*

FIGURE 28 —THE DECRYPTED ZIP FILE
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A Mad Tea Party, and a Password somewhere in the Chaos

When the user opens the file, they will need to look for the password hidden in plain sight. For
Meditullium, the password is hidden in the Hatter’s tag on his hat.

ALY

X RO
0

FIGURE 30 — FINDING THE STEGO PASSWORD

The password to decrypt the steganography is 10/6.
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Steganalysis and Decryption

Similar to Genesis and Patronizare, the user can deduce that there is more to this image that utilizes a
key. Using steganalysis techniques such as histogram analysis or steganography tools such as StegSecret,
Digital Invisible Ink Toolkit, or Virtual Steganographic Laboratory (VSL), will illuminate the usage of
steganography in the puzzle.

The user will have to figure out which software was used to complete the steganography or use an
online cracker that cycles through all known steganography tools to decrypt the steganography. To
retrieve the file hidden in this picture, the user will have to either use the aforementioned method or
download a program called steghide (which was also needed for Genesis and Patronizare).

To install steghide, the user will need to install the dependencies, including libmcrypt, libmhash, and
libjpeg62, and compile the program or install it from a package in order to use the software in Linux.

Once the user successfully downloads and configures steghide correctly, they will have to run it from the
terminal and figure out what commands to type in, in order to extract the text file.

Similar to Genesis, the user will need to run steghide to receive the third piece of four.

The command to extract the text file is as follows:

steghide extract -sf /“picture location goes here”/RATHER. jpg
:~# steghide extract -sf Desktop/RATHER. jpg

pnassphrase:
wrote extracted data to "3.JPG".

FIGURE 31 — DECRYPTING THE ZIP FILE

ey This is Where the user will enter in the passphrase “10/6”

The extracted data will then be written to their pre-designated location, and the user will be
able to open the 3.jpg file.
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The Third Piece of Four

Upon opening the 3.jpg file, the user will notice that there is only part of an image available for viewing.
This is part of a larger puzzle that will be revealed later.

b Y

ubnVhbAOKMjAxNyBDeWIIciBEZWZIbnNIIENY bXBt‘t'TID W™
FIGURE 32 —THE THIRD PIECE OF FOUR
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