Puzzle 2

This is a multi-tiered puzzle that utilizes the following concepts:

e Password cracking

e Deciphering a Rebus puzzles

e Audio analysis
e Deciphering a Playfair cipher

Description: | In order to crack the hash on this pdf, the user will need to download pdf2john.py — which
works with John the Ripper on Kali Linux
Code: wget https://github.com/magnumripper/JohnTherRipper/archive/bleeding-jumbo.zip
unzip bleeding-jumbo.zip
cp JohnTheRIpper-bleeding-jumbo/run/pdf2john.py .
Description: | The user will then have to run pdf2john.py against the puzzle.pdf to extract the hash from the
PDF.
Code: ./pdf2john.py (location of puzzle)/Puzzle.pdf | sed "s/::.*S//" | sed "s/A.*://" > cdc.txt
<top/puzzle.pdf | sed "s/::.*3%//
Description: | The output of the hash is saved in the “cdc.txt” file, or whatever the user has named their
output file:
Code:

| Open ¥ | | [+l Cdf}t“ |save |[E| @ @ ©

k
pdf
$4+4+128%-1028*0*16%25096c333a4917c7cd0d8d244c F17833*32+62e2359106c3812e15Fd2c 230843 74000000

Plain Text ¥  Tab Width: 8 « Lnl Coll . INS

This obtained hash is now ready to be cracked with John The Ripper, Hashcat, or some other type of
hash cracking program




Description: | The user can run John the Ripper to crack the hash using the following commands:
Code:
1)
for status
**Note: it’s going to take around 10 minutes to crack this password**
Description: | Using the “show’ command, we can identify the password, which is, “hacked”:
Code: df2john.py /

This is a pretty common password that can be found in different password lists, including
one that comes pre-installed on Kali Linux. This can be found in /usr/share/wordlists
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Description: | The user can now use the password obtained by John the Ripper to open the PDF:

Code:

Applications ~ Places ~ G:Document Viewer ¥ Tue 20:13
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Unlth pen nyinut ukds ppf folfpolp fgug gui ptgemoeoeug ug obntbdym pfdb-blif
dgrknio bu fltofpftnmux. Bbbpfyyfgk coukpblbt bo tcoeugdh, fsq ylbb fpem zqo
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Now that the document is open, the user will see that there is some ciphertext and a rebus puzzle that
needs decoding

Bcmepcf iuc Bktgdblft.
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To decode the rebus puzzle:
Here, the user is able to deduce that the Key symbol means the key to unlock the cipher.

1}

the ‘)) image stands for “sound” and the image stands for cloud. This means that the clue
to the key is on SoundCloud.com.

the &

sound file.

symbol means user, and the “373012117” is the username of the user(me) who uploaded the

In order to obtain the passphrase to break this cipher, they have to go to SoundCloud.com for it is there
that the user will find the passphrase to the cipher.

The user must search for user 373012177.

Upon doing so, the user is presented with a .wav file
The user will run into a few issues.

Firstly, it is an audio recording that is obfuscated.

They also see that the title of the recording is some type of ciphertext. This is just a red herring — the
title is a ROT13 cipher. When decrypted, it says “this title is not a clue”

The user can download the audio clip for further analysis:
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The user can download any type of audio software to investigate the wav file. | chose an open source
program called Audacity from sourceforge.net

Upon opening the .wav file, the user can listen again for further inspection

File Edit View Transport Tracks | Generate | Effect Analyze Help

: = Bl
: " ’J o H'J o .JE,OH*
| B 451 o 4ot Gt swrtonizngH 01620530

= T e Tt
:-1)):; 5754 51 48 45 42 -39 35 -33 30 27 24 31181512 B 6 3.0
S

P e [xlmmme] olo] & AALE]
2|3 i T .

| Windous wsAR v 9 Speskers ¢ (Restel v | 2 (Sterec) Recordi v | 4) | Speskers/ (Reatel v |

ProjectRate (Hz): Snap To:

249606 v| Horr

Actual Rate: 48000

The user will notice that the .wav file seems nonsensical. All the user has to do is reverse the track, or
xor the bits.
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The user can then playback the audio, and the clip will play CDCAPRIL, which is the passphrase for the
PDF file that the user cracked earlier in the challenge.
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The final challenge will be deciding what type of cipher is applied to the PDF.

| used the Playfair cipher, which is a digraph substitution cipher. It employs a table where one letter of
the alphabet is omitted, and the letters are arranged in a 5x5 grid. Typically, the J is removed from the
alphabet and an | takes its place in the text that is to be encoded. Below is an unkeyed grid. However,
Playfair ciphers do not utilize the letter if it is repeated in the alphabet key. So in the CDCAPRIL
passphrase, the second C is omitted, making it CDAPRIL

Translate the letter 1 v|into 1

Encode double letters (down and right one spot)

Alphabet Key: CDCAPRIL - Show Keymaker
Tableau Used: ¢ D A PR

I LEBETF

GHEMN

OQSTU

VWXYZ




The user can go to any cipher cracking website, such as rumkin.com and apply the passphrase and the
encoded text to obtain the clue:

Decrypt =
Translate the letter 7 ~ into 1~

Encode double letters (down and right one spot)

Alphabet Key: cDcaprL - Show Keymaker
Tableau Used: €D AFR

ILBEF
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0QSTTU

VWHEYZ

Your message-
Remepct luc Rkrgdblfc.
Umltb peh pyimut uxds ppf fglfpolp fgug gul DRSmososug ud obatbdym pidboblif

dgrimio bu flofpfpmmux. BDORIVYEQK couwipblbt bo tGosugdb, Is7 ylbb fpom 209
SEEgut.

Ovgs Faag.

Add Spaces - Adds a space after every other letter (only A-Z count) so you can see the letter pairs.
Only Letters - Removes all non-letters from the text.

This is your encoded or decoded text:

Prepare for Anomalies.

These are events that are iniected into the competition to simmlate real-life
changes in regqunirements. Addressing anomalies is optional, but will earn yom
points.

Good Luck.




